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Nel K 3aHATUIO “O0630pHas nekuusi - CMapT-KOHTpPakTbl”, 6 6annos
3apaHue:

MpoCcMOTPETb KOA KOHTPAaKTOB 3aZ@aHHOro npenogasaresieM npoekTa, HauTu MecTo,
peannsytolee onpeneneHHyto ornky n npueectn diff (pesynstar pabotsl git diff),
N3MEHSIOLLMI NOBeAEHNE CMapPT-KOHTpaKTa:

e https://github.com/gnosis/MultiSigWallet/blob/master/contracts/MultiSigWallet.so
| - caenatb, 4TOGLI C 6GanaHca multisig-koHTpakTa 3a OAHY TpaH3aKUMo He
MOr/10 Obl yTK 6onbLUe, Yem 66 ETH

e https://github.com/OpenZeppelin/openzeppelin-
contracts/blob/f2112be4d8e2b8798f7890b948f2a7625b2350fe7/contracts/token/
ERC20/ERC20.so0l - caenatb, UTo6bl TOKEH HE MOr b6bl ObITh transferred no
cyb66otam

e https://github.com/mixbytes/solidity/blob/076551041c420b355ebab40c24442ccc
7be7aldal/contracts/token/DividendToken.sol - caenatb 4To6bI NNatex B ETH
NPUHUMACS TOMbKO CreunasibHON oyHKUMEN, NPpUHUMatoLLLen nommvo ETH
ewe kommeHTapuii K nnatexy (bytes[32]). MpocTasa otnpaBka ETH B KOHTpakT
3anpetleHa
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Kak BbINOJ/IHUTDL:

e github penosuTtopuii ¢ ogHum dpaitiom README.md, B KOTOpOM npuBeAeHbI
pesyneratbl git diff Bcex 3agaHuii

Ne2 K 3aHATUIO “Pa3paboTka cMapT-KOHTpakToB”, 4 6anna
3apaHue:
Bbibpatb naeto KypcoBoro npoekra:
® ayKUWOH Ha MoKynKy HEKOTOPOro ToBapa
e DAO c foneBbiM TOKEHOM U roN10COBaHNAMM 3a proposals

e Bblgaya umdposoro ceptudpmkara (NFT) c npouenypoin offchain
AoKasaTtenbCTBa BnageHusa nm

e npogaxa u offchain-offline npegbsiBneHne 6uneTos Ha MeEPONPUATUSA
e onchain perncTpauus n naarHasa nognvcka Ha cepBuChl

e Verified Credentials - Bblgaya 1 npoBepka HEKOTOPOro AOoKyMeHTa
YAOCTOBEPSAIOLNM LIEHTPOM, ero nposepka

e COOp 1 aHaNUTKKa AaHHbIX B 04HOM 13 610K4YeinHOB: Ethereum,
Avalanche, TON, Polkadot, Solana, etc,,,

e Balla uges, corsiacosaHHas c npenogasarenem
Cospatb template npoekta B Hardhat/Brownie (4T0 60/bLLIE NOHPABUTCS)

® NycTble 6a30Bble KOHTPaKTbI

® NycCTble TecTbl 6a30BOr0 (hyHKLMOHaa

e (onumoHanbHO) N6LIE NpeaBapuUTesibHbIE MHTEPdIeNCbl, mocks,
ONMCaHUA KoYEBbIX PYHKLNIA

Kak BbINOJ/IHUTL:

e github penosutopuini c README.md, ¢ 6a30BbIM onncaHMeM npoekTa

Ne3 K 3aHaTuro “Blockchain software ecosystem”, 8 6annos

3apaHue:
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® [OAK/TOUYUTBCA K Ethereum HOoAE N 3aMOHUTOPUTL OTINPaBKy LEH TOKEHOB:

USDT/ETH, USDC/ETH n LINK/ETH 13 Chainlink
o 3aperucTpupoBaTbCs U NosyunTb 6GecnnaTHbIi AOCTYN K archive Hoae

Ethereum B cepsuce Alchemy
o HauTtn oracle feeds ansa 3agaHHbIX Nap TokeHoB B Chainlink
= napbl: ETH/USD, LINK/ETH, USDT/ETH
o HanucaTb MOHMTOP:
= HernpepbIBHO MOHUTOPSALNIA NocAegHne 6/10Ku
= BbIBOASALLMIA B NOT BCE HOBbIE COOLITUA U3MEHEHUS LIEH
Kak BbINONMHUTD:

e github penosuTtopuii ¢ dpaiinamm npoekta, B README.md kpome
NHCTPYKLUNIA fo/KeH 6bITb 06pasel, BbiBoAa B /10T

Ne4 K 3aHaTuio “Solidity + EVM, low-level patterns”, 10 6annos
3apaHue:

e co3gaTtb B oopke mainnet CO6CTBEHHbIV TOKEH

e cpaenatb swap-napy B Uniswap v2

® MpoBeCTN 0OOMEH OAHOr0 TOKEHa Ha ApYyroW

e B Hardhat nnn Brownie
Kak BbINONMHUTD:

e penosutopuin Ha Github, B README Kpome MHCTPYKLUMIA MO 3amnyckKy -
ob6paseL, BbIBOAA TecTa, KOTopbI B pOpKe ManHHET NPOBOAMUT BCe
onepauun

Ne5 K 3aHaTuro “Solidity, typical patterns”, 15 6annoB
3apaHue:
e Write simple voting contract and cover with tests
e Description

o A pack of contracts that allows users to vote for proposals, using token
balances. Users own an ERC20 token, representing “voting power” or
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DAO ownership shares. Proposals are simply the keccak256 hashes
and can be “accepted”, “rejected” or “discarded” (if TTL of proposal is
expired). The fact of acceptance of a proposal is fixed in the event,
nothing else is stored in contracts.
e User story

o A,B,C have 25, 40 and 35 voting tokens of total 100. “A “creates a
proposal (text document, having hash) and publishes this hash in
contract, voting with her 25 tokens “for” it. Then B also votes “yes” with
his 40 tokens. So, 25+40 > 50% of total votes (100), proposal is
accepted: event is fired, proposal is removed from queue. Same
situation with proposals when > 50% of “no” votes is gathered. If a
proposal stays in an indefinite state (no threshold votes gathered) until
TTL expires, it cannot be “accepted” or “declined” and will be thrown

away with “discarded” status next time when a new proposal is created.

o [NOTE] business logic can slightly differ in your implementation if
needed

e Requirements
o Business logic requirements:

» During creation totalSupply = 100.000000 (decimals = 6) tokens are
minted to contract owner

= Any owner of voting tokens can create a proposal, time-to-live(TTL)
of proposal is 3 days, after that time proposal becomes “discarded” if
not enough votes are gathered

= \otes can be “for” or "against” the proposal. Proposal becomes
“accepted” or “declined” completed if > 50% of votes for the same
decision (“for” or “against”) is gathered

= When votes threshold is reached, event is emitted and proposal is
removed from queue

= There are no more than N=3 current proposals, new proposals
cannot be added until old ones will be “accepted”, “declined” or
“discarded” by TTL

m [f > 1 old proposals are obsolete, then addition of a new proposal
automatically “kicks out” the most obsolete proposal, making it
“discarded”.
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= voting should not “freeze” tokens
= but, voting should handle a situation, when voter transfers his tokens
to another address and votes another time

e Contracts requirements
o Contracts should be written in Solidity
o Contracts should follow official Solidity style guide
o All functions should contain good comments
o Functions should optimally use gas
o Functions should contain checks to disallow possibility of contract DoS

o Contracts should contain “view” functions, useful for building DApp for
this voting

o Project requirements
= Project should be built using Hardhat or Brownie framework
m Tests should cover all normal workflows of voting
m Tests should cover EACH condition, leading to revert

= Project should contain README.md with instructions how to build
and run tests on Ubuntu 20.04+

Kak BbINO/IHUTDb:

e penosutopuii Ha Github, B README o6pa3sel, BbiBOga TecTa,
KOTOPbI NPOBEPSET BCE 6a30Bble (PYHKLUN.

Ne6 K saHaTuio “DeFl, protocols code review”, 8 6annos
3agaHue:
e B (popke mainnet n Hardhat/Brownie
e nposecTn Tpy swapa B Uniswap V2 ¢ ncnonb3osaHunem flashloan
o UMKINYECKNA MapLUpyT, Hanpuvep:
= WETH -> LINK, LINK -> USDT, USDT->WETH
o B34Tb flashloan

o  BbIMNOJ/IHUTb Swaps
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o BepHyTb flashloan (c y6biTkamn)
Kak BbINONMHUTD:

e penosutopuii Ha Github, B README.md - o6paseL, BbiBOAa TecTa, KOTOpPbIi
npoBepsieT Bce 6a30Bble PYHKLMN.

Ne7 K 3aHATUIO “Symmetric cryptography”, 6 6annoB
3agaHue:

e Cpenatb NporpamMmy - KOHCO/IbHOE NPUIOXEHNE, UCMOMb3YS A3bIKN:
C/C++, Rust, Python, Go, Node.JS.

e [lporpamma npuMHMMaeT Tpu NnapameTpa KOMaHAHOM CTPOKKU, TUna:
e /program --file <filename> --numbilets 20 --parameter 42

o [Mapametpsbl: M4 haiina ¢ VO cTyaeHTOB, Y4CN0 BUIETOB,
napameTp, M3MEHSALWNIA pacnpegeneHve. Nporpamma BblgaeT B
KOHCOJ1b CTPOKY M3 (halina + Homep 6uneta. Homepa 6unetos
AETEPMUHMPOBAHO CBA3aHbl ¢ PO 1 napameTpom, MEHSAIOLLNM
pacnpegenexve. PacnpegeneHve fo/mMKHO OblTb MakCMMasibHO
paBHOMEPHbIM

e BXxofHble faHHble (MapameTpbl KOMaHAHON CTPOKMN):
o 1) haiin, rae kaxagasi ctpoka - ato PO cTyaeHTa, TMna:
= lIBaHOB VIBaH ViBaHOBWY
= Apues HApocnas ApocnaBoBuY
u
m [leTpos leTp NeTpoBnY
o 2)uncno 6unetoB N (6unetbl Hymepytotca ¢ 1 go N (Bkitoyasa N))

o 3) YiCNeHHbIN NnapameTp, AeTEPMUHUPOBAHHO MEHSIHOLLNIA
pacnpegeneHve (Npu ero n3mMeHeHun pacnpegeneHve Homepos
OGUIETOB MakCUMasibHO N3MeHseTcs). Mpu UCnosib30BaHUM O4HOTO U
TOrO e napameTpa, ofHa U1 Ta xe cTpoka Pamunus-imsa us cpaiina
BCerga reHepupyeT OAMH 1 TOT Xe HoMep buneta

e BhixogHble gaHHble: BbiBo4 B STDOUT cTpok Buaa:

o lBaHOB VIBaH ViBaHOBUY: 21
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o HApues Apocnas HApocnaBoBuy: 12
©  boc

o [letpos lNeTp NeTpoBnuy: 11
Kak BbINONHUTB:
e github penosutopuii c hainamu npoekta

o OTAeNbHbIn peno3uTopuin Ha GitHub ¢ o6pa3uom BbiBOAA B
README.md

Ne8 K 3aHAaTUIO “Peer-to-peer networks and consensus”, 13 6annos
3apaHue:
e Heobxogumo paspabotaTb npocTenwmnii DApp KOTOPBIA:

o MpUHUMAaET OT Nnosib3oBarens buHapHbli darn (Hanpumep, PNG)
n 3arpyxaert ero B IPFS (B cBOIO HOAY)

o XeLl 3arpy>KeHHoro paiisia oTnpas/iseT Ha XpaHeHue B MPOCTOW
CMapT-KOHTPaKT, XpaHAaLwmii mapping (address => ipfs_hash)

o o 3anpocy, nony4yaer ipfs_hash n3 koHTpakTa (MCrnonb3ys
TekyLwuin agpec), goctaet ero u3 IPFS, n 4eMoHCTpUpyeT B
6paysepe

e [1poeKT Ao/mKeH paboTaTb Ha NIoKasibHbIX dev-Bepcusax codpra: Ethereum
Hoga, IPFS Hoga, node.js 3anyLeHHbIN /T0KaslbHO

e XenatesibHO YTOObI KOHTPaKT a(pPeKTUBHO 1cnosib3oBan storage, He
TpaTa NMnHMEe 6aiTbl Ha XpaHeHue

e (60nbLUOK NKOC) NPOAYMaTb Kak pasMecTuTb 1 pasmecTuTsb frontend
npoekTa 6e3 cepsepa B ipfs

Kak BbINO/THUTL:
e github penosutopuii c hainamm npoekta

o B README pomkHa 6bITb paboyas MHCTPYKUUA Kak C HyNA
3anycTuUTb NPOEKT Ha SIOKa/IbHON MaLunHe (3anycK JI0KasIbHOM
HOZAbI, AEN0M KOHTpakTa B Hee, 3anycK /iokasibHoi IPFS Hogapl,
3anyck n KoHdpuryprposaHue DApp (ykasaHve B Hem agpeca
KOHTpakTa u location IPFS Hoapl) 1 onucaHue
nocnepoBare/ibHOCTN AENCTBUIA YTOObLI BOCMPOU3BECTM LLENOYKY
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“3aN1Tb (paiin, 3anmcartb B KOHTPAKT, NMPOYNTaTb U3 KOHTPAKTA,
ckayaTb 1 nokasaTtb oaiin”. HecMoTpsl Ha NPOCTOTY KOHTPaKTa,
TECTbI JO/HKHbI ObITb NPEACTaBMEHbI XOTS 6bl MUHUMA/TbHO.
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